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Healthcare marketing is undergoing a fundamental shift. 
 
Traditional advertising channels — such as print placements and 
television commercials — are increasingly giving way to digital 
strategies built around social media, influencers and user-generated 
content. 
 
Providers across the healthcare continuum, from therapists and 
dentists to physical therapy practices and independent living 
facilities, are rethinking how they build trust, visibility and 
engagement in a digital-first environment. 
 
That shift, however, carries a significant compliance risk. A recent 
enforcement action involving Cadia Healthcare Facilities 
underscores how easily well-intentioned marketing efforts can cross 
the line into Health Insurance Portability and Accountability Act 
violations. 
 
As healthcare organizations lean more heavily on patient testimonials, success stories and 
visual content to tell their stories online, the Cadia settlement offers a timely reminder: 
Digital visibility does not override federal privacy obligations. 
 
OCR Enforcement Clarifies the Stakes 
 
In September 2025, the U.S. Department of Health and Human Services Office for Civil 
Rights announced a settlement with Cadia for potential violations of HIPAA. 
 
The OCR initiated an investigation after receiving a complaint alleging that Cadia publicly 
disclosed a patient's protected health information on its website as part of a success story 
without obtaining a valid, written HIPAA authorization. 
 
The OCR's investigation found that Cadia posted the protected health information of 
approximately 150 patients — including names, photographs and treatment details — on 
public-facing websites and marketing materials as part of a success story program without 
valid written authorizations. 
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According to the investigation, the facilities failed to implement appropriate safeguards to 
protect the privacy and security of the protected health information, and Cadia did not 
provide the required breach notifications to affected individuals after the unauthorized 
disclosures. 
 
Cadia settled with the OCR by agreeing to pay $182,000, excluding any settlements for 
private causes of action; to monitor for two years; to update their HIPAA and privacy 
policies; to train their workforce; and to issue proper breach notices. 
 
OCR enforcement actions like this emphasize that even well-intentioned marketing efforts 
— such as patient testimonials or success stories — must strictly comply with HIPAA. 
Public disclosure of protected health information generally requires a valid, written 
authorization from the individual, particularly when the information is used for promotional 
purposes. 
 
Lessons for Healthcare Organizations Navigating Social Media 
 
With social media here to stay, how can you market your brand, product or service without 
violating HIPAA? 
 
First, it's imperative to know whether HIPAA applies to you. One of the biggest legal 
misconceptions is that HIPAA applies to all employers, and that's simply not true. HIPAA 
applies only to: 

• Covered entities, including most healthcare providers that transmit health 
information electronically in connection with certain transactions (like billing), 
health plans and healthcare clearinghouses; and 

• Business associates, including persons or entities that perform services for covered 
entities involving protected health information. 

 
Noncovered entities are not subject to HIPAA when handling employee health or medical 
information. Instead, confidentiality obligations typically arise under the Americans with 
Disabilities Act, which imposes its own nondisclosure requirements. 
 
When noncovered employers share success stories or other social media content, they 
must be mindful of state law limitations governing the use of an individual's name, image 



and likeness — areas where written consent is almost always required. 
 
Maintaining HIPAA Compliance in Digital Marketing Efforts 
 
As Cadia illustrates, covered entities and business associates can inadvertently run afoul 
of HIPAA by using protected health information in promotions, testimonials, case studies 
or success stories without proper authorization. Even content that seems laudatory — like 
a recovery story — is a use or disclosure of protected health information and often requires 
a compliant HIPAA authorization. 
 
Protected health information includes any identifiable health information held or 
transmitted by a covered entity or business associate, in any form — paper, electronic or 
oral. 
 
Names, photos, treatment descriptions, progress details or even dates related to care can 
qualify as protected health information if tied to health information. A patient testimonial 
including a name or image isn't anonymous unless it complies with HIPAA's strict 
deidentification standards. 
 
Social media marketing also raises third-party risk concerns when healthcare 
organizations rely on influencers, marketing agencies or platform partners to create or 
distribute content. 
 
If a third party creates, receives, maintains or transmits protected health information on 
behalf of a covered entity, that relationship may trigger business associate obligations 
under HIPAA. 
 
Even where an influencer is not a business associate, covered entities remain responsible 
for ensuring that any protected health information shared for content creation is properly 
authorized and safeguarded. 
 
Informal content creation workflows — such as filming patient interactions or reposting 
user-generated content — can blur compliance lines if roles, permissions and review 
processes are not clearly defined. 
 
Verbal consent or informal permission is not sufficient under HIPAA for marketing 
purposes; a HIPAA-compliant written authorization is required for the use of protected 
health information in marketing or public communications. The authorization doesn't have 



to be overly complicated or multiple pages, but it must comply with HIPAA and applicable 
state laws. 
 
The OCR also flagged Cadia's failure to implement adequate administrative, physical and 
technical safeguards and to train its workforce, including marketing personnel, on HIPAA 
policies. 
 
These shortfalls often accompany the misuse of social media, where front-line staff or 
marketing team members assume that digital content creation falls outside compliance 
concerns. And finally, if an improper disclosure occurs, a HIPAA breach notification is 
required. 
 
Thus, what might feel like a harmless success post — especially if a patient appears happy 
or consenting — is, in fact, a disclosure of protected health information that requires a 
compliant HIPAA authorization. 
 
If an organization engages with health information in any capacity — especially in today's 
digital climate — the Cadia settlement should prompt a thoughtful review of policies, 
practices and training programs to guard against preventable compliance risks. 
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